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GREG R 2B HEARZER) (FHEELLRAGE R L2 EARE

27



KGRI TTEY GRIEMRAE B2 AR BRI TE) d, W3
VG AU P FH 2 G S AR HE T AH SR K

S AR AL B 2B R 4 VaX L IS B % 4, lSE T YD/T
3594-2019 (T LTE MIZEEXPIRIE 22 HORER )Y A (BT LTE 4R
B LB SRR 2 HEHE RGEORER) Gttt Hrb (5
T LTE P ZEBR XS 22 AR SK) i B 1 (56 F i S5 S % sm2
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0012-2020 MIERH WA SR T I1SO/IEC 11889:2015 HKFTi. GM/T
0012-2020 4 T4 7 H 1 HITURSENRE, A8 ERE Gm/T0012-
2012. TCM M= EZAr#E (GB/T29829-2013 (f5 B L&A AlfEit
HEM ST AR S B OMYE)) Bl IEEBIT +.

2.4.1.3 eSIM

eSIM JE R ERMENENE KRGt (FFR GSMA DHfEH B R ERALE,,
B E AT 2 B & 1R L AR AL B ZMVE T T =i, K
FEPIIRIN L < T 0 52 F A e v B iR (B P BRER D 4540
SRR . FEVRGATHR, eSIM  IEAE 203 40 P A 56 BB 19X R 25 F)
24 eSIM R TR SIM T, AT sSIM F.

eSIM )87 F A DASASAE T 2% 1 B I R ol 30045 DL R AR 35

® M2M B 5 g iE

® Lifi SIM RENAIPRAEH B E i

® L WA AT SEIIIR I T RE, AL T B = 1R BE T L

® (AR MBI E R SIM AL B B R T oE E R E

ft (AT RZERR SIM M)

B EVE A , RAEN SIM - (eSIM) - KyR R PR 15 HL A5 I 2%

B R . IR RIS R IE SR B K B[R, BB M4 IEE
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(MNOs) &y T R4 F - ) 22 A S UEAN A s FH A S o

eSIM 1 H B B S R S5 rh ok T HEAE . RS H
WU, AT E SR SRR SS, T B R A . BRI IR S5 B A
A LR ERERETOEIRIT G S OL R, EERE I SRS

EH T eSIM (122 42 ) 45 P 7E 42 P S 22 4 ] 5 1) e 53 ) 246
EE, RVFAERIG R EHIER  (OEM)  FI—ZRfit b i iz Fe i HE
B, A% A AR ORI Be T LA AL 25 T B PR AR 55 o

2.4.1.4 Secure Flash

754 ECU T K& Nor Flash, =52 FH AL G = 2 25 B 4l
&S (ADAS). W%, mARE B AL B, BERIFR BN/ B /1 5 iz
#il. HHETH QSPI NOR Flash {77 ] /2 4l NOR Flash AN224, 4
i n] LA BE SN Nor Flash BEHiSR,  [AIRTZ#ER)— 2 240Kl HSM
¥y 2242 5| SEEE Y 3] Nor Flash Hs

Secure Flash (22 NAF) —MORIREM 22515, AL
1 Flash (i85 Fr o Secure Flash 2% 40, iE+h. RIAHFET . ACERL
e ARRDRRAAS BN AE YR AL A (1 22 AP SR A T AR ORAP
Secure Flash IESCHRFEFRERIE, AR 1R Z BRIV 1) F1H A 22 42
Wro NN KB Secure Nor Flash 7=, /% I ARM Cortex MO 4t

FRES, HEAEIN% 5] 280 Nor Flash.
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Secure Boot

Unique Device Secret (TCG DICE)

arm

Symmetric/Asymmetric
Key Provisioning

Key Management e
Wy Cortex® M0

Side Channel
Attack Protection

Non-Volatile
Monotonic Counters

45-nm MirrorBit®
NOR Flash Array

True Random
Number Generator

With User Configurable

S N R Crypto Engine Secured Transactions

Regions

Safe Boot/RESET

Interface and Data CRC

Memory Region Access Manager

Error Correction Code Serial Memory Controller

EnduraFlex™ Quad SPI

Bl 10 Secure Flash HEZ2

£ Flash AR AALELES W] LA RS IR E U DO RE, e
AT MCU I TTAFE. Bilhn, #RAAEEERT DS GRS AR
RIZhRE, LABE XS A4k R ACRS AN Bl B AT B k. SR e et
AU B EHIE W] PSR HVE 5 2 e R IR, 155 HMAC #4914
AN, DA SR GEAT X [ 1L 5 s R S B BLh B X
TP B R G HAIE, A] LLIE IS ST N 7L PR 38 IR P Ko 2 fef
ZAFE

2.4.1.5 SHE (Secure Hardware Extension)

SHE #& HIS (EH Audi. BMW. Porsche. Volkswagen J& 141 41)
€ BRI EpR, HE BN RSl R AR AES-128
AL PRES, RSERUMMRE « HEINERS . 512N P RE. &
BEME— 3% 1D SEINAE, IS N AN RE EL3% U5 A 5 S A7l 3 o



EHIES

LW (SHE)

le—> AES
«—> RAM + Flash + ROM

| 9% (CAN, UART, SME5 e8] ) |

A A A A A
¥ v v ¥ v

CPU

1EZE

11 SHE FR/ERRARIESR
SHE B3R HI T HSM, R4 RHE R 2 e, 2N 1o
AT i AV RG SRR I B2 HE 1R, SHE AMUHLE 1 R 2 R R R 1Y ) B
RIS R 7 AR (K 11, ARV R R LT MCU R AR T
Z W H
2.4.1.6 HSM (Hardware Security Module)

FERKEE 2008-2011 HI% BN, EVITA (E-safety vehicle intrusion
protected applications) TAFALME T HSM HIbRE, B 7EAZEH LS
Mk R AR EE T ek BE . FERREY, PR IEAE B e Sk i AL
PR, IR U EE DL 2 2 M

EVITA DLIE A8 (22 L9 H s,  FEXS AN EER A RE
A (Hardware Security Module) 34T T #F9E . BFFC S, ECU
R CPU A — RS P AL R 2% HSM o HSM 71 53 AT T A 2505 i
BFEFE T X BIN AR  So VAR 2T L B T AR PR B B I 2%
22 MBI SUAE, UK T 224 N B BEN LA B RE  EVITA
FEE 22 SR HL R 29 N =AM 2 - EVITA Light HSM- EVITA Medium HSM
EVITA Full HSM.

EVITA Light HSM 228 R B8R IR IR B 5 IR Fiow, SR



1) AES128 kb HE s, T4 N AR R . Light HSM 524
PR T SHE BICHE, EREHT MCU F N HECN 2.

_____________

FBIFENVM | RZFERAM

RFEACPU =0

1
L}
I
1
sEe |
1
]
1
1

EVITAT E
ECUTSHIBR

LRty

FARDEERTR

B 12 EVITA Light HSM F{ARHEZR

EVITA Medium HSM [ 4R U BB R IR IR BB . A,
SIFREE B A ST CPU ME 24 tith, I FARP 4L 2 1Al 5 dE

' .

81 .

_____________

. N o ]
1
AEs-128 | simitae | PoM | e B mcRU Egg% :
TRRER BERESR :
RLF0 :
ECUsHBR B

ERREERES

13 EVITA Medium HSM 3 RHEZ2

EVITA Full HSM 284 i AR IR IR BB VR . P, S
AEXTFREIE ) B A4S CPU ML tit, HF IR A5 N oeak
Hg AhEF2 1 B £l .

44



_____________

HTRNGHFH | FEBRAM | FIEB32{u

]
ECC-256 | "AEs-PRNG | 64kB | RISC CPU BFENVM | BZFERAM
WHIRLPOOL . N |
AES- | il | mEsnvM . W
BTAESH ) "og |tz | st | EFEA mmcpy | SHER |
It #0O !
ISR ZiEfER R :
RZFRRZI 1
ECUS IR
FRDEERS

14 EVITA Full HSM 3 ARHEZ2

2014 “EJF4A Infineon. ST NXP [f] MCU 7= i JF 4R 4E K HSM, =
ZLL Light HSM. Medium HSM A3 . 7F 2018 4F )5, XUE[EFR) R
H 1 MCU 72 i & FE A SCRE Full HSM.

AT R A 7 R et @ R 24 MCU R,
HIT Il N AR+ R iR 51 107 AT 8 2 4 IR,
O3 A B B 2 R B A T 5 B, SR [ 7 A B0 R[] o s g 55
2, JFHARAME—AL D, BEBEHLE A (TRNG) . 35 R 47

(RDP/WRP). FEAENNES . 70 XORAP 224 o Bl A5 22 4l 1y A 22
AR, RN R &Ml RS S AR
2.4.1.7 Trust Zone

Trust Zone #& ARM CPU WHZSCHFH) Z e TR, FrffEfdds S
SBT3 L 2 A S R 2 Attt BR B AL EE TR A S, T IR
RBIFIRIE Frs. 2 CPU V) M) 77 fiff d BRAMBUEL EIN, F7Aiff s A
Ul 55 AR Bl 2 AT bR 28, AT RG34 5 AR 22 4t 5 ) TEE

(Trusted Execution Environment) FJ{5HAT# 51 REE (Rich Execution
Environment )i ] AT 345 . REE H 1) A R it 4452 115 1] TEE,

i N s, ANBEVT 1) TEE Ak ds A2 i S5
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REE TEE

Fingerprint M s i
App. level Recognition Service 5 L Il JL
L - J : Secure DMA
4
.

L L

0S level Secure OS on
|
POP X
SOC 1™ Core block TZPC J GIC o DMC (ASP oo L—e Dasa
[ ¥ ) BuﬂuJ
NOC (Network On O DRAM
H/W Level - :
DECON || 1Pt DS | [ 2 } ) P

15  Trust Zone FHAREZS
Trust zone MNAZJZ TG 35 1 U7 RIAURAE 3, AUR] BRI 7 i
Fe VT RIRLPR , IRXE AN BEHEAT T U5 AR E B . Trust zone AJ AMAH
P _E R B U AR AT PR BT, AT SR AR IS AT I 22 3R 53 1 ] 7L

2. 4. 2 R

AR ) i A B R R AR IR R B RSB BRI 2 A e A
B A U S I A B D e ) 5 2K 5 2% (ECWD. fajTm &2, Y
DN B N T R B RS S O . S RS D RE A &-2K ECU.

2421 ERERERLLERETX

BEOE B R IV T i 45 B e AR, AR s B T B DL AR A
ECU TEAGEEZENIXNR, £ GREGEEBLZEEHERER) i,
EPXTZE 2 ECU P2 5 AR BEAE B E NS R SNBSS
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BEAT T8 B2 R ER . B 22 fax T3/t 2 4. R4
JRah g a . BT 5%, Wit ety Ecu B3 L e e i
N 224 FNEIR LS T ERE NI 2 e m i ENEER
ST EIRENMEHEE 74 FOAEEZEUTE-m1e. B-F
/B4, BLE ZEil(E % 4.

3 ECU MR AR BT GemR, W RSB R), fED e
W5 EARMIRE, Ecu iR A I RERIEHAMRKX A, Hitk
{5 B2 T RGBT R WAFAER K ZE 7 T 22 3 5S4 ECU 3T CGW
TBOX. IVI &5 B A EKMIIRERIERI g, 58 L EBHYHFHm:
W ECU MKHE T RESE SCRT RS 04T, AT JEAith 22 4 97 97 4 It 12 it e
AR BE ¥ 22 2 B 3P et

2422 R/ EHZL

i A ROR I F A E R A S R L RS, T-BOX. PIK
S, N B BB AR B R A 1) B T SR A ORI L e R
FLS MRS BE

PR VE F BRI I I HoR OO FRINE 5L AES BEHK
128, 192. 256 thiE; #%30: ECB. OFB. CFB. CBC. CTR. GCM) i
AT SEIL, DR G I A R I A B A5 S AN R o 9P R A5
LE

1) A7 A

2) Flash () H 2595,

3) B H 5 E
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4) B

SERENE F ELE S BHR A B (ES RIS 5% RSA K
2048, 3072, 4096; HFIK%L: SHA256. SHA512 %5) sz, fR¥4:
S SR A % B A G 52 Lo 0 A AR R o R S

HSEVE EEEE RN . B4 B A . PSS SR
A CIERFRINE % RSA S EE: 2048, 3072, 4096; IS bk 4L
SHA256. SHA512 55%) S, (RIPZEsm B IF K B2 58 . Bidrnd
RO

1) Uy I 222 DI S FH S 0 2031

2) WA TN I 5 S5

3) KRG EEARET 6 5 03 50

4) BRI IRIE R RBUE S R &6 55

AT WA R T A 2 A ) iR e B, K 2 bR A
it 5 ] 2 v 1) S T B PR RE I, R P 2 AR A L AL
BT BOAR N Y TEIZ A 1) [ H ] P2 B 7 1) R o L6 SRR I HY B LA 4
SIBWAR

VRZE AU AT Ml 78 FH 35 BRI R st ) M (b, B8 22 ) FE
o FH R AH G S AE T TH, SAFE W R IS AN 2 o A R T A )
o FH B R HOR R L 7 [9), 58 22 1) 2 22 [ B i A e AT ¥t F T
Ko

2423 ZAREghEL
HHEBRZHRG . T-BOX. WIS N 7S 36 UEH AR X

48

>



RYGHATZARR B, WIE RS R AR E S, e (O
TAEX RIS F%: RSA #PIHKCEE: 2048; HFIpK%: SHA256 %5)
(B HF A HZEY CMAC. HMAC). ZA 3B G, S8
i

A ARASE Y 22 2 () 85 08 B 7 ORPRAIE AL P L e e, f

B HF TPM (Trusted Platform Module 715 ~F G 8iHL) 22 485 8L TCM

oRt

(Trusted Cryptography Module FI{5Z i35, AIERFZ AL OTP
(One-Time-Progrm — X ALt ) 77 kT 476, OTP i@

FAAEHIE AP HASH S, DREFTE A AREZL N, R aR L TT
AN ORALE A AR HAR R B BN AT w1 o

A5 AR PR AR U AORIE R P IRER R ATE 1Y, s B R 5t
BRI . APIRAF(E SBL (Second BootLoader fi -
eMMC F1) 45141, PBL (Primary Boot Loader £ T rom 1) {5zHY
OTP ] Hash SKREGUE AR IERA 1, FEH A HI9GAE SBL BRI 4

274 R B B BT BN BFE R B R 2 i AR G R AR ST
bootloader. OS Kernel. R FF27%5.

N T 2E T 2240 B HSM T 22 A R HOTT I 22 4 R 3,
AR R AR T oA A T IR, AT S i e A AR T, 22
B BE A A BECKZ R .

248 JA BE R T R SRR SEEL, X RS E S L SR
FAAE—E RN, 73T RGE BRI R, SEZ 2R ahE
AT A A i JE 3D eh HERE R BE AR K
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A VR ZEA5 B 22 b e AR R T WA R 2242 JA B /R i PEEE R,
AR LR AT B 5 TR A AR K7 8] o AR 38 A 22 3
St 2 A% JE B Bt

2424 B HFZ R L

D) BT 24

AT REREE BT R R BB 7 —, FEH G
R Dhid R DL R 1 ) 45 Bk T B AR 3R AR I (S
Bz, BT AL S SO R R AT HSE L e
PE. ORISR

A2 — M OBD 207, USB 258 %4 ECU #EAT 3T+
XX A A 3 T2 — MR R T R R HEAT A, 0 TR BT B S
TFEEENE L REVEOR T o ORI 32 B o 5 A I 5 HOR (AR AES
WK 128, 192, 256 LR HEATSRHL; e 3 Bl BE A
ZEOR CIEXRRINE Hi%: RSA BT : 2048, 3072, 4096; Hi%

PR%: SHA256. SHA512 &%) Bt E 24 5% (CMAC\HMAC\CRC &%) #E1T
SCHL HSME R EOEE BIRE A BOR (RSA #HIKEE: 2048, 3072,
40965 HLHIPR%L: SHA256. SHA512 55) HEATSLBL. AT % i ECU (1%
T A, AT G2 AP 7 S BT EEA G, B 24T ECU
7= 22 Ay B RN, F5F HSM. TEE &5 % 4 FH4 ) BCU iR AR
SRR AL

TAEF ol = R EER (0TA), ZRum T R Guil i Jo 2 N 4%
THOEFE RS & LT BT T . B RTE AT e — R 4
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] OTA fR %55 Gt — X A G B HEAT I, ELSEE . SEBEEORY K
TG — T2 R, 2R A ERERFREE (RSA K
JE: 2048; HUAE%: SHA256. SHAL %5); {REFVEMY, £ RANHK
Bk (AES; BHAKIE: 256) X THALEAT N R

2) TARTF 2 A Pl

TH 2R HCE N BRAT TG0 55 i ) 4 i B0 A% A I A 5 T Wi o 8030 R
RAGTH, Bdn BEok. Bl SO S i . Rl EEah R OTA JHgid
TR P A B 1Y) 22 Ak

R IR 22 A0/, TR EER AT LA 8 A 1 22 4 iR B IOK
SEIL, R A TR R G S R R 5 s — MR TLSL. 2 K%
1. 3 ZAEE L

3) ARG S S A IE

RN R RGO A SRR I 55 i LS PR S T RE ) o i
BAFTH R ARG M T4 B &2 X509 PKI &40 (RSA) 5 OTA ik
5% Ui S 171 B 3 E

OTA BT ARG — KT %) B PKI BEfis i icit, 2N
[ BRSE, H OTA BAF TR RGN A [ AN, i AN S [ 2
Bk

YHTECE E WP29 R156 VEMIC KA, B AFRHE (REERMTTH 0
FHBORERY FiitT 2021 4R KA, Frderh BImRSE 18 AF T 2 22
HREDR, ARFEARER X I % 0 A IR AR RLEER
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2425 BHREO RS

IR ECU FEHL T, TR A KEHY JTAG. UART. SPI. USB
FAED, XS OERSE S, WREMEA . Dhht
BT A BB E 2 iUy i e, e B & B N T
—RAEGLR BT R B S AT A B OR B R e T R AT R ] A
52, PRIk ECU (R A U 1) T f b i R

HET, BOySEA I O S eI, 28 H 0250, =
H 2 B0 7 AFAE 2t 58 55 XU, IR 2 Tierl 1 OEM Rl 2B ik
P8 LT 30 22 BRI B O DOIE RS B, Jn (s AR SRS ik, 4
PRERDEL . RIS R AE . FERATIE, [ R A M AR
R, (R BEE YR58 e A i) 38 1) B A e A g v, 72 TR FHA
UF 3 2 st PR L7 e P 5 A B2 1) B e T PR 38 K

2426 FRNEELRLFH

ZE3f ECU (U1 IVl TBOX. P2, ADAS Z¥xiil#%) FIEZEH. PIN
i P B ALl . SEARTY SRR, Bl 4 B R R EARIE S
Bam R Ak AP ARH RO P KR R 2 et iR EE
595 S P R AL v L SRR R AT B PEAS B B . R TR
BB, 3 TSI it e L R 5 e o R S U St 2 A A
ARy L P BUR B Al AR AL VT ] . 7SS ECU R Gt S H B ok
) 22 4 B RE AL UGS o

AT ] AR AL HSM L TEE. 2240t S5
PRSI, R EESCHEHE T AES B SM4 E T BN 2 A AE G TIRE .
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HAT, FEP= 2R 2 i . 224t i il S HF SM2/SM3/sM4 25
2% 5k, 0 HSM BT N E TEASN B MPu/McU &, 3
WA SR E S, A, ERM TEE WA SCREE % EE . H Al 4w
ECU [ AP, FBATHI 12 AES S5 bR g FiksoR . ™
o FH B 5 B2 L e AR 254, 8 H AT #8437 FH 22 TBOX 4y |
A2 RAFETT IR, KRB L I8 AR TR o

2427 FNBRZL

NS T EARECANGLIAE . ERUAMEGESE. YarEN
WA 2 KA AR T 2, — B il o 4 52 I BE N 22 9 90
P, AT DU RoC, EE AT DCRAOyEIRoC. TR E BT 2
SEHUN AR ARz ], S EU™ B 7 R

MR RN e, IRETTRGIIEMIAUTOSAR 1R KA Y
B IR R R G e T 2 ElERD (secure
on-board communication, SecOC) AN, 7ESecOCZE AL I
P, AEHMAC HLHIEEAT B Ve, A BT B A AL AT BT
HE, MRS 7 CAN BB E ) %242, fESecOC FliaH,
A R AR N 25 BE S BIMAC B A%, 383 IR (9 0 85 35 B A
EIREEECU IR, FESecOC ML H, MAC AERA] LABET
SFFRINE S, R DT AER RN A Bk, (2% IS R A R
T, APRERHITHERE IR, AVEHETE A F RO B i 78 BUMAC
i
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2428 S EREREL

1) F-mZaidfE

BREMBIAE S S A KBS FEIESELH. £
WEAE IR L R D, AR OIS M5 Rl B 5 22 XU, 22 il S
)22 42 F ST TR AT =R B VIR . B PO 1 A S B RO

i AR SRR S 2 A — OR A TLS1.2 XA E 22 4 s, 1
DRIBAE RIS I G AR A UE SRS HOHs 0 25 (R4 o — 0 T 2R s e m] )
[ BRI SLE RIS, TEARMEE N AMS K FE 53— 771 TLS1.2
WA B, KT B8 PRI R&58, HAT—M8N X509 RSA iIE 1
RYis

H AT X 0D LR R AT (SSL VPN FARMITE) i LT T
1o B BRI BB R M, BAE R SR VS AN - %
AR % SSLVPN X T4 Dl R BUEMEL R Ak m, E-mil
{5 70 FH AT B 00 I B Rl . R e A K. PRI RGTEL
1.

2) T/ B

& LB S ARNE R, B v2X BRI §E M BR 41T L]
JE FE A Sl IR 5 Hh i) HAl S I8 2 5 8 #EAT B AIRAE . vax EEAHE vav
V2. V2V T DL R 22005, SHE A E . S R .
V21 A CLSE B AR R B B s B 2 AT N AR A R B IE A
V2X S o AR S 2 e S VAR B R, BEER vax JE1E
s BARIE RN, BB AT, PRI HARIERBRES
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. ZE SRR A TTIEAE 24 1) A R AR

T AT ZET R T vax [ ess E L AL TR R R
YOS FH B, S 28 CUSEEl VX N 2 A B A A . A
B V2X ZARE AT R BORE (T LTE BB M el 54
AR ZRIEFERRFHEARZR). GB/T (T LTE-V2X MZEH(E B
H ARG HEBEBAERY Fhrilk, YRS R,

V2X-PKI 5%, Root CA. ECA. PCA. ACA 2525 K AIE ik sUBHAfG ccsA/
ATIBES bR e, RS R B

OBU ZEui A H S FRHIE TS il . a2 SRR ATl B4
Yy AR EMRE FRPE R A AR, R AR
JE et AR s SRR ST R SM2 BAHAE R BRI ISR,
SM3 FELEE, SMA SRR &S ks SCHRFEE T2 8 iy (R 22 A APk
HEIIRE

2.4.3 SHINERS

2431 HRENBAEXN V2X HRIMER AN T K

VX EBAE T, EIEAER A AR AL B EiEE PCs 2 T LA
J7HR T AURGE s AHBLRG VX S ] AR USR8 A5 Y B N AT T R
B, TRIXEH Bk B SN IR H B R IRER RIEH . Ik EE
BT, vax A TEEERE . BE %, 588 S/ER. B

R 5 22 4 AU . FIR PCs TEEE: LR, Mo & v] DL I A%

2 S P S BN R G, R TR A8 SR AT AR AE B AT R
) FH AR 2 o Rk O i L 2545 B 38T DU O Eas B EE i P R
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ERE o XA M L5 1 IR R B AT, RS AU
ZEAW S AT NIE B A 8 %2 4z . sk, R PCs Jodediz L TT IR, 2
i AT DA T R 3k ACE B P AR A B A BURE R, BEIMT G A
F P 5 3 A B 2 R B R PR B, F P AR R] R R R,
BB NS 24

I (LTE-V2X ZafoRE KAL), vax HEE(E 272 e R aE:
F G SRR BRI VGIE, TRUETH S EE e SCREXE B 58
Bk K PUETARY, BAORTE BAER R A Dbt . Bk, B, WiAR
36 75 LSRRI R LB YRR, IR AL A 5IWr, Bk
F P USRS B TR s RGN SO S B b 1R R AT B A I 1 BRRE
B BT B AR o e, W7 DU 2 T ARRE AR N AR R I EC e
I 72544 AR SRR U %o B3 i A 36 ¥ S 1) By g B o o g 5
Widio [FFE, BETHCFUEBEAR MW LU B BT IR B
FORAAE VaX 815 RGP A A A F T DR R 5 K —— DTS A
5, M%IEE F AR HEE A AR 5, (H
V2X S e EAAT B R, X7 R R R IR K
75 B A BB O A TR, w5 A S T Bom sl B A
SHREFAME BT BRI R S, Uk, AT RIS R, A
R 4 E 5 B B B AR R4, SRS AL ORI B 1B £E B L A 6
FHAI R By #5 AR A G S AR VR B AT KR ER o Bl e P b
AR EFR A IE B WS . EREZERIRRS (VIND.
RV G I S5 5 AT D9 AR Tt 5 e A AN AT ) 25 B 3 R R
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RIS

2432 YR THERMK T R

CCSA JB{EATWARME (BT LTE FIEBKN ELIBEHA 22U
EHAGHARTER) ME T ET TE MR LSRR L 4iEH
B AGEORESR, H I T V2X A AR R K, IR B TR
ZRGIEM I TR vaX Bk AT B IR AR K DI RE, T2 B4
BEE S 5 vax Z4niEfE, Wi voX (S RGRE IS L e IEH T
1E.

RETHLA
CcAl

(Root

r 1

| PEREFHLE |

I (cay |

D

da-""’#- - -
ff“”f ) /\ .
4 -~
_‘_,_,_,-o-"'""- r - -
f __/"; . . ~
_:-""FFH-'— B -
EEERH B R4 ' EEEHHA i EEiTAEE
(ECAY CACAD i (P4} __!__ HA (ua)
s + | |ssmn T
I Lims 1 cﬁ_ EE%
|
WEREE (A1) / l\
= = = || EEERES BREEHEHAE|
EF ET ET = Ay ! i o S EE, ==
ocu GEA Quth | T HA Cara) : FFRA i Far
\\{\ : /
4 \\ //'{ 4
| VINEE
z: EENTETHEEET ST EEEET ==

16 V2X IEREIRIERLEH
V2X IE P E B R Gt T AL (Public Key Infrastructure,

PKD KB, MWEIR EF FEAFFRIEFI  IEBHY . DIERAL



FERIIE R 75 T2 AR DU b B s i

MRAUEFALH (RootCA): VX IEHEHRFE MG, 75T RS
MRAEF IS B 5 4540 10 vax UE R UG BEAT VR 8 L FERT A V2X iE
PRSI G, ARAEBHU A RS B A IE TS, A
FoN RGN HIA R

HAEBHIM (Intermediate CA, ICA): V2X iET 4 HEL R 48 AR 45
PKI #035 (SERR /R 2, AEARIE-BALA S VaX AEA5 B 22 18] & 2 o R E
P, LSRR Z )20 CAMETTR .

IAEFZ ALK (Authentication and Authorization Authority, AAA):

FTTUEAS FIE FAR I SR UAE AL TER S WIIEI T B, iE+S H

5 FARZE AR WA 1 B A SR B B 22 4 AR E, L R AR A5 315
224 SEIES V2X IR TR 22 45 58 IR AU BLFTIE T « AESR AL
FEJ3E T LARIIE 5 B A4 8] VX UE TS MU A RS IR IE 533 SR 34T B2 o
AN S, MER RG] HE T RS EEH (Device
Configuration Manager, DCM) JIR5s 240, &5 W 4518 A 5] 5 224
(General Bootstrapping Architecture, GBA) TAIFF#AL R 4t 8# OAuth
FRAURST 25055 2 M7 NP

V2X AIEFHLRY: T E B v2x 2 Al s M AR SR B IR T, f5T
B AZAE T U EARAEETE, 2Kk RUBEIET s AR BTIE .
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cIE A #AER, mldEd CRL B OCSP #EATIE.

68



(2) R

AR R B B A i B A IR 5% i e o B 2R B, AE AR
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